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Agödöllőihálózatfelépı́tése
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40�15VLAN,eltérőfizikaiéslogikaiarchitectura,kb40aktı́velem
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Felügyeletimegoldások
Managementhálózat:

–Managementgépeknetkülönsubnet,extracsomagszűrés,emelt
szintűhostbiztonság

–Aktı́velemekVLAN1,192.168.x.0/24,erőscsomagszűrés

–VLAN1sohanincsaccessporton

AAA-TACACS+:aktı́velemekeléréséhezközpontiTACACS+szerveren
authentikációésparancslogolás

Syslog:routerek,fontosabbswitchekközpontisyslog

Monitorozás:helyiNetSaint,regionálisközpontHPOpenView

Terhelésfigyelés:mrtg/rrdtool
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Forgalommérés

CiscoNetflow:routerrőlheti1GB.

Gyűjtés,alapfeldolgozás:flow-tools,awk
http://www.splintered.net/sw/flow-tools/

Forgalmistatisztikák:postgresadatbázisban,gépenkéntnapibontásban

Napontakétszervégrehajtandófeladatok:

–flow-print(4-12miliósor),agreg.awk(40-150ezersor):1-3perc

–postgrescopyideiglenestáblába,feldolgozás:5-10másodperc

–forgalmiadatokmaximálistáblamérete:12dbCosztályúcı́m,365
nap�1miliósorkörülévente
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Üzemeltetésitapasztalatok
Ethernetautonegotitationprobléma

–újabbeszközök(2950,2948G-L3)másképviselkednek,minta
régiek(1924,2924XL)

–mindkétfélautoduplexésspeedesetén”duplexmismatch”

–jellegzetestünet:egyikirányban5-8000kbyte/sec,másikirányban
50-80kbyte-sec

–ellenőrzés:egyikoldalonlatecollisions,másikoldalonCRC

errors

TACACS+probléma

–tünet:hacatalyst19xxésaTACACS+szerverközöttmegszakad,
majdhelyreállakapcsolat,akkoraswitchTACACS-atimeout-ol...

–megoldás:switchconsole,upgrade9.xx-re
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VLANDomainprobléma

–tünet:nagyleállásutánVLAN-ok”elvesznek”

–ok:c19xx,cat8xx:VTPservermódban(mivelnincsclient,csak
transparentmód),aleszakadóésvisszatérőrészbenaVTPdomain
ugyanaz,verziószámpedignagyobb...

–megoldás:c19xxswupgrade9.xx-re(cat1900EN.9.00.04.bin),2
elosztórégegbeliswitchVTPservermód,többiswitchVTPclient
mód.

DOStámadások

–előzmény:WANcsatlakozássebessége155Mbps-ről1Gbps-renőtt.

–hatás:icmp,majdSYNflood-ok�c7206vxr,NPE400nembirta,
heti1-2crash

–megoldás:routergondosbeállı́tása
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Routerbeállı́tások
Arouter:c7206vxr,NPE-400,GE+EI/O

Biztonság:
Csomagszűrés:RFC1918,egyébszokásosszűrések,3interface-en

összesenkb300sorACLalap+kivételek,ideiglenesszűrések

Routerbiztonság:feleslegesszolgáltatásokletiltása(http,small
services),managementinterfaceACL

spoofprotection:ipverifyunicastreverse-path

Tejesı́tmény:
Optmálisswitching:ipcef

TurboACL:access-listcompiled

Hozzáférésbiztosı́tása:schedulerallocate30001000

BGP,IGPstabilizálásfloodalatt:spdenable
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TCPSYNfloodvédelem:

iptcpinterceptlist102

iptcpinterceptmax-incompletelow5000

iptcpinterceptmax-incompletehigh9000

iptcpinterceptone-minutelow2000

iptcpinterceptone-minutehigh4000

access-list102permittcpany192.188.244.00.0.0.255

access-list102permittcpany...

c72gau#showtcpinterceptstatistics

Interceptingnewconnectionsusingaccess-list102

527incomplete,4210establishedconnections(total4737)

1522connectionrequestsperminute

8/11



NetworkShop2002Hálózatüzemeltetés

ICMPratelimit:CAR

access-list101permiticmpanyany

interfacegigabitEthernet0/0

rate-limitinputaccess-group1018000001600024000

conform-actiontransmitexceed-actiondrop

c72gau#showinterfacesgigabitEthernet0/0rate-limit

GigabitEthernet0/0OUTSIDE

Input

matches:access-group101

params:800000bps,16000limit,24000extendedlimit

conformed688227packets,61892416bytes;action:transmit

exceeded502packets,66692bytes;action:drop

lastpacket:332msago,currentburst:0bytes

lastcleared2d09hago,conformed2000bps,exceeded0bps
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Fejlesztésitervek

Management

c2509
c2509

Határ Dial-inMagHBONE reg.kp.

c65gau
c6509l3

sw-godollo
c3508G

sw-dmz
c3550

c73gau
c7304

c3640
c3640

Központ
gfw-a
PIX 525

gfw-b
PIX 525

gsw-core
c2924xl-m

Gerinc:core,distribution,access�core,access:teljesı́tmény,
portsűrűség:c6509L3,switchfabrickenabled

Határrouter:teljesı́tmény:c2948G-L3,c4908G-L3,c7304,c75xx,...

tulajdonságok:c7304,c75xx,...

10/11



NetworkShop2002Hálózatüzemeltetés

Azelőadásletölthető:

http://zeus.gau.hu/˜lajbi/nws2k2.pdf

http://zeus.gau.hu/˜lajbi/nws2k2.tgz
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