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Eszkalaci0s folyame SYNERGON

. 3 me z :
Halozati folyamatok g\\“dlg gkés ls Biztonsagi folyamatok

A reakcio lépései:
1. Riasztas

2. Felderités

3. Elharitas

~s 10K Win,
Tuzfal . Halézati topologia felvazolasa
Tonnanyi log-adat 100s UNIX
értelmezése
... ¢s mindez naponta

IDS/IPS ‘//_7/\ Anti-virus

VPN Sebezhetdség AAA Router/Switch

vizsgalok
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Biztonsagi kihivas — tizlet1 dil W4 SYNERGO

vizsgalat, tlizoltas, javitas
¢s patch-elés utan szinte
alig jut 1d6 audit riportra

Tamadasok Security
eroforras

kivédése hiz’lny

Szabalyozéasok és
jogszabalyok (ISO, HIPAA,

GLBA, FISMA, Basel 1I)
~ SPAN

SYNERGON G R =

MFORMATION BYBTLME PLE

Halozati és

biztonsagi
események ,
Lezolish riasztasok,
szakadasok,vaklarmak
halozati anomliak
Koltsé Lassu tamadas
(.). tseges azonositas és
.u ABE reakcio
dilemma

osszetett, day zero
tamadasok, fergek ...
egyeb halozati
problémak

Audit
kovetel-

infinity
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Komplex halozat — bonyol SYNERGON

il A

MM DuIIT V. OF . JU. WL

Count Sig Hame Source Address| DestAddress | Details |Source Protected|Dest Prote
FTP S¥ST 17221163168 17221 163167 S¥ST 0
18 ICMP Echo Reg +
18 ICMP Echo Rply +
: 388 ICMP Unreachable 54101182237 17221 163170 +
6509-SDFOS 1ny 2487 172.21.163.163 161,44 137.214 +
2 17221163168 13333 .
12 .1?'2211 53189 + nside-122.168.1.3-1686 <67 .82 .2]
EO0/M - 10.8 o 172211631490 + nsidez192_.168.1_.3-1607 (67.82.2
4630 MET FLOQD Icmp Ay + _
2 MET FLOOD lerp Reply 17221163163 161.44.137 214 MaxPPS=1 0 o cton DIONIOL Byres S IEF R
EO0/0 - 10.87 2 MET FLOOD lcmp Request |172.21.163.163 161.44 137 214 MaxPPS=1 0
113 NET FLOOD TCP + S en B oo bytes 53445 TCP F
5003 MNET FLOOD UDP + 42 duration 0:00:35
21| SMB Authorization Failure + nelderiaz-168.1-3si6lh cov.ea-2
2 TCF High Port Sweep 172.21.163.189 +
259 'Windows MNull Accaunt Mame +
21 Windows SRVSYC Access +
ide-192 _ 168 .1 _.3.-29 (67_.82_225_14
4 | : <o e:00:01 nytes 158

\ idez192_168.1_.3-1619 (67_82_225
B 11852
384881 : 192.168.1.3 Accessed URL 64.154.88.258: HG?hc =we 6 7&hb=DM5 481281 KAAxIBDMS 481 289ACU Ecd=1&hv =6&n=-Cisco.com+Publiccon=&vcd
{ Frame Relayj =3B Public&bn= Netﬂcape&ce y& —1324*768&ﬂc 32&ﬂu 13&cmp &gp &dcmp &cy wfchp=usln= —en—| US&cp =nulléfnl= &pec &upc l93131r&u3ﬂ—39.13
B =8 4
Network / =2 @, /3ﬂQu1ckT1me/23Plug 1n/235 A, 1/39Qu1ckT1me/23Plug— n/235 B 1x3AQ Ed 235 a. /3ﬂQu1ckT1me/2BPlug—
) = E Mozillax28Def aultx28Plug—inx3AShockwavex2ZBFlashx3AMic nftzREz2BDRHZ3RH10rnsuftznEZZBDRHZ3RHetaStreamzZB3zZBP1u 3
FAaJavax28P lug—inx3AaJavax208P lug—inx3AJavax208FPlug—inx3AJavax2@8PF lug—in>
- BPlug—ln/ZBDynamlc/ZBLlnk/ZBLlhrary/BHﬂdohe/ZBHcrohat/Bﬂ&tt auto_po

Built dynamic TCP translation from inside:z192._168.1.3-1628 to outside:67. 82 225.18-1186

Built outbhound TCP connection 212 for outside:z64.154_860.258-88 (64_.154_868_258-88> to inside:z122_.168._1.3-1628 (67.82_225

305012 : Teardown dynamic UDP translation from 1ng1de 192 168.1.31454 to outside:=:67.82. 225 1818408 duratéoa [5H BB 34

385812 : Teardown dynamic UDP translation from i 22 _168.1_3-17 to outside:z67_8B2_225_ ~38 durat
382014: Teardown TCF connection 211 for outside 4 80 . incide-192_168_1._ 3/1619 duration 1 hytes 2652 TCP FIHN{
BpaPdl: 192.168.1.3 Accessed URL 64.154.88.250: ‘HGot?he —webP&hb=DN5481281KAA»3BDMS 481 289 BCUEc d —1&hy =6 co.com+Public&con =&
’r . on=s%3B/Publickbhn=Hetscapebkce=ykss=18024=P68&sc=328sv=13kcmp=Bgp=Bdcmp=&cy=ubhp=udkln=en—US&cp=null&fnl Bupc =A70181r&v j==078
H . A7riseg=*;1&ep Bja=yidt=5 =248 1m=A8cuv =fgn=&1ld=&la=8cl =fc2=8BcI=Bcd=8c omerid=&ra=&rf = hnukmark&pl CDT/ZBPlug—ln/:iRQulckT
‘3]7 ();!() e 20Plug—in+285 .8.1»3A0uickT ime28F 1u n#“205.8.1x3AQuickT imex28P lug—inx205 1x#3AQuickTimex2B8Plug—in=205.0.1%3AQ0uickT ime % 2@P Llud

in=2805 . A.1x3AMo=zillax28Default=20P lug—inXx3AShockwavex2B8Flashx3AMicrosof t=AEX2ADRM:3AMicrosof t“AEX2BDRM- 3AMe taStrean= 203 20P lug i

FAJavax2@8P lug—inx3AJavax28PF lug— 1n/3HJaua/2BPlug—1n/3ﬂJaua/2BP1ug—1n/3ﬂJaua/ZBPlug—ln/3RHP/2BPEP1phePa1/231nterrugatur/SﬂHlnduu;
BMediax2@Flayer«208Plug—inx2@8Dynamicx2@Linkx20Liby «3Aafdobex208Acrobatx3IAdtt=auto_pos
- R - - 305812 Tear m dynamic UDP translation - -1. ide:67/.82.225.18-1841 duration B:@8:31
31 L IRLUAI TN 385812 : Teardown dynamic UDP translation i - - 67.82.225.18-31 duration B:88:31
305812: Teardown dynamic UDP translation i de: i side:67.82.225_ 18,1842 duration B:88:31
305012 : Teardown dynamic UDP translation i de:192.168.1.3-19 to outside:67.82.225.18-32 duration B:OB:31



SYNERGON

MARS termékcsalad

f SPaN SAQ__,.— ."’!ﬁﬂ’

SYNERGON GROI

SYNERGON



Cisco Security Monitoring, Ane

yd SYNERGON

and Response System (CS-MZ£

= MEGLEVO halézati biztonsagi infrastruktiira Frewalllog  DSEvent  ServerLog
elemeibol athatod biztonsag e s

= A teljes vallalati eseményhalmaz korrelacioja RouterClg.  Netlow VA Scanner

» NIDS, tizfalak, routerek, switchek, CSA

» Syslog, SNMP, RDEP, SDEE, NetFlow,
Endpoint event logs, Multi-Vendor

= Tamadasok gyors lokalizalasa €s kivédése

= FObb funkciok

» Biztonsagi incidensek észlelése lizenetek,
esemenyek €s session informaciok alapjan

» Incidensek topologiai megjelenitése és
visszajatszasa
» L2 és L3 védekezési mechanizmusok

- SAQ_ 7 infiniy
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MARS termékcsalad SYNERGON

IMFORMATION BYBTEMSEA PLE

CS-MARS Model 20 50 100e 100 200 Gilogel

Controller
Esemény/sec 500 1,000 3,000 5,000 10,000 N/A
NetFlow folyam /Sec 15,000 25,000 75,000 150,000 300,000 N/A
RAID Storage 120GB 120GB 750GB 750GB 1TB 1TB
Rack Size 1 RU 1 RU 3RU 3 RU 4 RU 4 RU

=  QGyors telepités =  Agent-nelkiili esemény gytljtes
= Raid 1+0 = Layer 2/3 halozati topologia és
vedekezes

= Nem kell kiillon adatbazis licenc
(Oracle adatbazis)
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Tamogatott eszkozok

(MARS 4.1 IA SYNERGON
= Halozat = Sériilekenysegi kicrtékeles
» Cisco IOS 11.x and 12.x, Catalyst OS 6.x » e¢Eye REM 1.x
» NetFlow v5/v7 » Foundstone FoundScan 3.x
» NAC ACS 3.x » Qualys Guard
» Extreme Extremeware 6.x = Hoszt oldali védelem
= Tizfal/VPN » Cisco Security Agent (CSA) 4.x
» Cisco PIX 6.x, 7.x, ASA, 10S » McAfee Entercept 2.5, 4.x
Firewall/IPS, FWSM 1.x, 2.3, VPN » ISS RealSecure Host Sensor 6.5, 7.0
OIS 2o » Symantec AnitVirus 9.x
» CheckPoint Firewall-1 NG FPx, VPN-1 = o ' log '
» NetScreen Firewall 4.x, 5.x > Windows NT. 2000. 2003
> Nokia Firewall (agent/agent-fess) ’
= IDS/IPS » Solaris
» Cisco NIDS 4.x, 5.x, IDSM 4.x, 5.x > Linux
» Enterasys Dragon NIDS 6.x = Syslog
» ISS RealSecure Network Sensor 6.5, 7.0 > Tetsz6leges eszkdz timogatas
» Snort NIDS 2.x = Alkalmazasok
> McAfee Intrushield NIDS 1.x » Web servers (IIS, iPlanet, Apache)
> NetScreen IDP 2.x » Oracle 91, 101 database audit logs
» Symantec ManHunt 3.x > Network Appliance NetCache
f Ty p—
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SYNERGON

CS-MARS
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SYNERGO

IMFORMATION BYBTEMSEA PLE

A keletkezett, nagy mennyiségili biztonsagi €s halozati esemeények
atalakitdsa értelmezheto ¢és kezelhetd tamadasi jelentésekkeént

- halozati-intelligenciaval tdmogatott korrelacio
- incidens €rvényesseg ellendrzes

- tamadas megjelenités

- automatikus halozat felderités

- beavatkozas tamogatas

- megfeleloség kezelés

- nagy teljesitmény

- hibajegy kezelés
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MARS szolgaltatasok SYNERGON

» Eseméeny korrelacio a halozati topologia
1Ismereteben

»beépitett halozat felderités (SNMP, Telnet, SSH,
CPMI)

»konfiguracid, security policy letoltése, routing
»session azonositas (NAT-on keresztiil is)

»ellenlépés pontjanak meghatarozasa (a tiamadohoz
legkozelebb)

»tamadasi utvonal megjelenitése

SYNERGON

~ sPaNn SAQ_,__ "'"ﬁf_'_{'f-}"

SYNERGON GR




Alapfogalmak SYNERGON

* Esemény (Event)

» Riportold eszkozoktol (thizfal, IPS, router) kapott
nyers formatumu tizenet

= Kapcsolat (Session)

»Korrelalt esemény halmaz (NAT
figyelembevételével)

" Incidens (Incident)

» Kapcsolatok korrelacios szabalyok alapjan
azonositott sorozata

SYNERGON
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A MARS mukodese SYNERGON

MPOHMATI

1.  Halozati eszk6zokbol 4) esemeny
erkezik

2 Esemény értelmezése
3 Normalizalas
4.  Session kialakitas / NAT korrelacid
5 Szabalyok futtatasa
=  cldobasi szabalyok
=  Dbeépitett/definialhatd szabalyok

SESSIONS

6.  Téves riasztasok kiszlirése —
7. Sérilékenység elemzes \RAW INCIDENTS
r r . . . r VULKERABILITY
8.  Forgalom elemzés €s statisztikai rr_ S
anomalia detektalas e

FALSE POSITIVES

INCIDENT
MITIGATION
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A MARS felszine #4 SYNERGON
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Cisco SYSTEmMS

_l INCIDENTS || QUERY / REPORTS || RULES || MANAGEMENT || ADMIN ” HELP |

msum“ | Cs-MaAaRS Standalone: demo2 v4.1 Login: Sales, USa (usasales)

[Cogout | t1 [ mcrivare |

Select Case: [no Case Selected... [l l

[Page Refresh Rate |

N Recent Incidents
]
~1
B FImiE Soeiis [all severities [w] [all rules [aic

Bl rietrioe = [tncident 1D [Event Type [Matched Rule [action|[Time |[Path [Case
Bl Events = B63,.025 1: 790062007  Builtfteardowndpermitted Successful Reconn and Buffer Gverflow [9]
z 2 IPF connection[d],
Sessions 965,895 ICMP Fing Metwork
Data 62 Sweep[g],
Reduction Wi IS Lida Indexin
[24 Hour Incidents Service Owverflo
B High ET 499 1: 79006200687 Deny packet due to MetworkConfigError [3]
Me divim o e security policy
B Low a6 S0 %
Tatal 71 100%%  I:79006200S5E IIS DOT DOT Mirnda Rule[3]
All False Positives ExEcuUTE[S],
B oo ST 1IS Dot Dot Crash[4],
o fe o . = W WINMT emd . exe
confirme EreciBl),
Bl svstern [} = W I1S Unicode
determined Directory trawversal[d].
BN Logged 2,534 =Lt II= ©GI Dauble
Bl Cropped o o Decode
User 1,568 190 1: 7006200467  Builbteardownsdpermitted Ssssesr fode [9]
confirmed IF conmnmection
Total 116,633 100%:

To-do List ]
C:1659860 (Assigned) Mimba
Case &

Cr1E58999 (Assiqned) Test &
C:1658541 (Mew) Mew Case
=3

_

(FO00E2003ET  Builtteardownspermitted Successful Reconn and Buffer Swverflow[d]
IF connection[q],
| ICMP Ping Metwork

[My Reports

Sweep[d],
Wiy ITS ida Indexing
Activity: all - Top Service Overflow[d]
Destination Ports (Pealk
iew ) =
= HotSpot Graph Attack Diagram
Activity: All - Tap

Destinations (Peak Wiew) | Full Topo @raph | [ Large sraph |[Help Large @raph Help
Activity: all - Top
Reporting Devices (Total
wisw )

Activity: all - Top Sources
(Peak Yiew)
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Tamadasi utvonal meghataro: J/d SYNERGON

IMFORMATION BYBTEMS

A tamadas atvonalanak pontos meghatarozasa
Részletes vizsgalat

o 2 B -.,%: L -
Tamadé Port Scan-t hajt i =

végre Klienslen, e iy
majd puffer tulcsordulasos - b

tamadast indit ‘ e T e

a sériilékeny Kliensl ellen, | =R . -

akit utasit, hogy

amadast végezzen
pont ellen m S AO SYNERGON

svw[mﬁf A




Riport csoportok SYNERGON
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 becépitett €s testreszabhato riportok

Report Selection

Group: Schedule: |.ﬁ.II V| | Edit Group | | Delete Group | | Add Gro
Sy atem Reports ] [view Hrme v]

NapHser Reports Description |Status |Submitted|Time
--Report Groups-- Range
Systerm: Access

i~ Acti{Systern: All Events - Aggregate Wiew MAT connections ranked by Time 'I_'his report Mot Run Aug 30, aug 29,

- MA Systern: All Exploits - Aggregate View lists Metwork 005 Zo0s

Con|Systern: COBIT DS3.3 - Monitoring and Reporting Address 12020 AM 9:1Z:00
Systermn: COBIT DS5.10: Security Vialations Translations FOT AM PDT
Systern: COBIT 055,19 Malicious software perfarmed on - Aug
Systern: COBIT DS5.20: Firewall contral non-denied 30,
Systern: COBIT DS5.2: Authentication and Access SESSIONs as 2005
Systern: COBIT DS5.4: User Account Changes reported to 21200
Systern: COBIT DS5.7: Security Surveillance MARS. AM PDT

¢~ actif=vstern: COBIT DE9.4: Configuraton Contral Destination Ports ranked by Sessions  This report Finished: Sep &, Zep 5,

- Ta|Systermn: COBIT D52.5: Unauthorized Software ranks the UDP Sep &, 2005 2005

Des{System: C5-MARS Incident Response and TCP 2005 3:02:04 PM 3:00:00

Port|Sy¥stern: CE-MARS Issue destination 3:02:04 POT FM PDT
Systern: Client Exploits, Mirus, Worrn and Malware parts of all FM POT - Sep 6,
Systern: Configuration Changes events cean 2005
Systern: Configuration Errors by MARS over 3:00:00
Systern: Database Server Activity the past hour, PM PDT
Systern: Host Activity This report is
Systern: Metworlk Attacks and Dos used by pages
Systern: Operational Errors in the
Systern: Reconnaissance B | Surmmary tab,

ot ggzzzm Eg:gﬂ;g: Iusssaugee Destination IPs ranked by Sessions This report Finished: Sep &, Sep 5,
- TOloyctern: Restricted Network Traffic ranks the sep 6, 2003 2003
DES1Sr_.rstem: S0 302(a)4104) o SEssion 2005 J:02:03 PM 3:00:00
destinations of 3:02:03 PDT FM PDT
all events PM PDT - Sep B,
seen by MARS 2005

SYNERGON
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Alkalmazas SYNERGON

IMFORMATION BYBTEMSEA PLE

Tamogatas
« McAfee ePolicy Orchestrator
e Network Admission Controll

-J Wiifee Seorky
< 424 =Palicy Orchestrator
1 REporting

ePolicy Orchestrator*
ETTEETTEEE————

Connect ko the ePolicy Orchestrator Serves

g:-_' SErver name; IM:RFEE! %

Usar namai l ain

Paspuord: I j

HTTR Perts fst
ITI Cancel _l f=lp !

—ed % AVERT Web Tromaine

# bic ifpe Secuty Home Page

2 £2004 Metworke Associater Tachnology, Inc All dghts razenad,
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Global Controller

Switch /
External

VPN
O FW / NAT NIDS
Switch =
- R t
outer Internal W
Mail G . Log —
Y If]gsst HIDS
Outbound DBMS AV...
URL / AV Commerce Archive Internal
Filter ~
N\
‘ CS-MARS

1 ¢ passziv monitorozas

v * halozati topoldgia ismerete

* NAT kezelés, Netflow kiiszobértékek

. bedllitasa |

* Logok, riasztasok, Netflow adatok '

korrelacidja '

* Valos indcidensek azonositasa ( téves

' riasztasok kisziirése)

1 * Valos idejli megjelenites,

v Visszajatszas, lekérdeze 1
» Részletekbe mend vizsgalat '
» Konszolidalja és tarolja a helyi

Eincidensek adatai

CS-MARS Global Controller

* kozponti menedzsment halozatba
csatlakozik

* globalis nézet, menedzsment €s riport
feliilet

» Titkositott kommunikacio6 a helyi
MARS-ok felé

* Frissitések, riport sablokon ¢és

S l.hozzaferem szabalyok szetosztasa

y felii

SYNERGON

M8 FLC

IMFOHMATION BYBTL

, CS-MARS
tavoli

' telephelyre
v kihelyezve,
'+ MARS GC

yvelet .

/B ERLUN
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SYNERGON

Hogyan latszik a Sasser a
MARS-r01?

SYNERGON
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hed Rule:
ription:

Incidens megjelenites

Svystem Rule: Sudden Trafhc Increase To Port

This rule detects scans statisbcally significant increase in traffic to a parbcular port,

SYNERGON

IMFORMATION BYBTEMSES PLGC

ipen | ISuurca IPF |Destination 1P ]EBnrice Mame IEuent

|Daui|:a|5-a|reritr]Enunts[Zunal ]EIGsal.ﬁ:tiunpraraﬁun Time-range I

BN ANY AN System Rule: Sudden Traffic Increase To Port  ANY

m73s01300 B [EEE

AN i NIIT Ohh;10mm:0ss

|- Escalatn| Expand All jl Collapse All

F i Event Type Source IP/Port Destination IP/Port Protocol| Time fone | Reporting Graph|False Mitigati
(1D Device Paositive
0316, Sudden increase of traffic to 2 0.0:8.0 [3] ofe] penolq 445 3] 1P [3]  May 5, 2004 600103 N deimos [a]E8 B Tune Mitigate
130 | port 3] & ; £ E AM ECT

AdA authorization denied dus to no [=] Total: 25

prior suthentication

AAR authorization denied dus to no e 150,220 (4] Total: 3

prior authentication

Ans authorization denied due to no aee131 142 E’] 'T|:-t.:|; 2

prior authentication -
rEEdd, AaA authorization denied dus to no eEEeRS 136.85 (2] 4049 [o]wmeges5.128 (3] 445 [4) /s [@]  May 3, 2004 5:40:05 N cerberus? 3] B Tune Mitigate
1350 @ prior authentication [4] & AM EDT e

faA authonization denied due to no Hﬁliﬂ.;n{ @ Tntal: 4

prior authentication o :

Afs authorization denied due to no e, 136,205 E;:[ Tutal; 2

prior authentication

A authorization denied due to no MRS, 138,152 [4] Total; 2

prior authentication

AAA authonization derred dus to oSS 138,174 Ej ?n:-tal; 3

prior authentication

AAA authorization denied due to no 139,89 (3] [£] Total: &

prior authentication -

AAR authorization denied due to no SR 140,95 [d] Tatal: 3

prior authentication
'6538, Built/teardown/permitted 1P SRENELE 93,70 [3] 2509 [q] MEMR.72.164 [3] 445 [q) ToP [3]  May 3, 2004 5:40:05 B cerberus:i [9] [ Tune Mitigate
1300 & connection [a = AM EDT - May 3, 2004 @

5:42:07 AM EDT

Dienied packet - no translation [=] Total: 4

group |4]
6547, Denied packet - no trans|ation WS 136,85 (3] 4050 [1] aqea®.30.35 [3] 445 [3) Top [8]  May 3, 2004 540005 B cerderus2 [0 Tune Mitigate
1300 &' group = AM EDT B




Tamadas utvonala,

SYNERGON

IMFORMATION BYBTEMSES PLGC

Layer 2 beavatkozas

- (=
o T o o | [ B | D
[ @Y [pnguard] Topology Path Graph - Microsoft Internet Explorer =all @EJ "—'I[—I
i -~
Cisco SYSTEMS [ emm—
e nguard] Mit ation Information - Microsoft Internet Explorer
12
|
| CiscoSvstems
Topology Path Graph
%_‘I— INCIDENTS | Login: Chiu, Phil {pchia) :: Mar 29, 2004 4:51:57 &M PST

Laver 3 Path | | Layver 2 Path | | Full Tops

Mitigation Information

Enforcement Devices| Enforcement Device - Suggested
switch3 (L2)
('s_luggestel?)( | ) Mame: switch3
cherrywa alternate Devi t+ . ci Switch-Catos any
wanRouterl (alternate) Zevu;:e SRS PIS:D I:IQC =
mngt {alternate) i ratego

Managed by: prnguard @

Status: Active

Default gateway: 0.0.0.0

Recommended Policy /Command

~

!set port disable 4/6

prguard

]
Iﬂ 111}
ri] LL1E

For Help, click Help Topics on the Help Menu,

&l

5 % Internet



Simon Janos

technikai tanacsado, CCSP Sy[\l E@G QN

Ko0szonom figyelmiiket!
Varom kérdéseiket!

simon.janos@synergon.hu

http://www.cisco.com/go/mars
http://www.synergon.hu
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