Tul a hatarvédelmen,

avagy a kiforditott UTM

Tekler Krisztian

Vezet6 rendszermérnok

SOPHOS Certified Architect

Security made simple.
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Hatarvédelemmel kapcsolatos elvarasok valtozasa
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Haldzatomon kiviili kérések kezelése

[ Kliensek védelme, szeparalasa ] £

[ *Sajat halézatom

Védett halozatok felosztasa ]

*Logikai szétvalasztas
*Fizikai szétvalasztas (szerverszobak)
*Hozzaférés kontroll — halozati

Védett halozatok kommunikacios kontrollja ]
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Hatarvédelemmel kapcsolatos elvarasok valtozasa
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{ Védett halozatok kommunikacios kontrollja

\’
* Hozzaférés kezelése

 Kommunikacios csatornak meghatarozasa

* Munka hatékonysag

* Behatolasvédelem

J

Eroforras menedzsment ]
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Biztonsagi szabalyzat IS
S
I—i
IS
Internet Belso
tamadasok er6forrasok
Védelmi Internetes
stratégia elerése
Védett
Védett _ - halézatbol
haldzaton Biztonsagi kilsé
hasznalhat6 Szabalyzat eroforrasok
alkalmazasok elérése
Business
continuity
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Tyuk vagy a tojas ?
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Tazfal szabalyrendszer

Dolgozok maganszféraja =y ; Biztonsagi szabalyzat

Adatvédelem Munkafolyamatok
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SOPHOS UTM valaszok
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Internet elérés

Halozat __
fellgyelete

védelme kuls6
behatolastol

Bizt . Halozati
Engedélyezett e Of‘sag' eroforras
alkalmazasok Szabalyzat optimalizalas

Business
continuity
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Ismerjlik meg a halézatunkat

e Webes Alkalmazasok

Web Protection
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| Web Usage Re_.. Search Engine .. Departments Scheduled Rep... [ Application Con... Dreanonymization

|Tc|-pﬂ.ppli{:atia-ns |E| « »

| Today |E|

| number of rows |E|

Update

Results: 1-20 of 37

Top Application Application Category Packets = %  Dest Hosts % Src. Hosts b

1 HTTP Web Senvices 5190 65.48 211 48.84 13 20.97
SOphos EF poworking 1333 16.82 38 8.80 2 323
Ipdate

3 Facebook Social Metwarking 275 347 21 486 2 323

4 Kaspersky File Transfer 200 252 13 3.01 1 1.61

5 Doubleclick Web Senvices 140 177 7 1862 1 1.61

6 Google Video  Streaming Media 136 172 1.62 1 1.61

T YouTube Streaming Media 114 144 13 3.01 1 1.61

8 Google Web Senices 107 1.35 22 508 3 4384
E:?iu?'tliis Web Senvices 102 1.29 10 2.31 3 484|2

10 Bet365 Games 56 0.71 2 048 1 1.61

11 BITS File Transfer 42 053 2 048 2 323
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Ismerjik meg a halézatunkat S
©
o
 Webes Alkalmazasok =
Web Protection =
. Web Usage Re... ' Search Engine ... [ Departments ' Scheduled Rep... [ Application Can... [ Deanonymization
O © © New custom Report Available Reports: ; Categories =] ¥ Y
+ Today [=] [l Deparimenis [] CREC
f# Category Traffic™ %% Pages Requests
1 Content Server 105 MB 3214 0 2738 ol
2 Software/Hardware 96 MB 2042 12 2154
3 Media Sharing 47 MB 14.39 28 646
4 Categorization Failed 27T MB 812 52 1060
5 Web Ads a9 MB 273 118 582
G Internet Senvices aMB 262 46 863
T Entertainment aMB 261 10 108
8 Public Information 5 MB 155 9 49
g Fashion/Beauty 4 MB 1.08 18 442
10 Online Shopping IMB 1.04 35 363
11 Social Metworking 2MB 073 157 442 |
12 |Blogs/Wiki 1MB 0.44 ] T2
13  |Finance/Banking 1MB 0.41 2 G4
14 [ Travel 1MB 0.38 ] 9
15 |Shareware/Freeware 1MB|  0.38] of =8
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Tlizfalszabalyok egyszeriien

Engedélyezett
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ﬁ ktekler (User Network) 1IPv4 addresses
Known IP addresses of user ‘ktekler

-+ Edit [ DNS Servers
X Delete
: [ Clone
ﬁ | Edit | ] 3 DMZ (Network) B ——————= ¥ Internet IPv4
X Delete ] X Any
. [ Clone /SMTP
\ A SSH
2 Terminal Ap...
2 VPN Pratocols
\ £ Web Surfing )




Wmone SoPHOS @ @

Internet elérés felligyelete intetnet
elérés
fellgyelete
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Tiizfal szabalyrendszer

Dolgozék maganszféraja oy | V2 Biztonsagi szabalyzat

Adatvédelem Munkafolyamatok

e Sziikséges szeparalni ? (felhasznalo, munkaallomas)
e |dokorlatozas ?
 Azonositas ?
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Application Control Infeiet
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Application Control

( ﬂﬂetworkvis... I Application Con... | Advanced

Metwork Visibility

l @l]t'.‘é rce @lh"‘; ICC  sccelerated

Marketing | . I
.@ Q} blocked |
—— 0 el —— | 0 limited _'l
Sales :'
—. = T - T ' Internet
e
Finance

11



Jnewco
TRaAaDING

‘ }‘ ICT security services

SOPHOS @ @

Application Control
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Internet
_ elerés
Select one or more Applications to control fellgyelete
Category. Mossaging Productivity: | Productivity <= 5 (high) ||
Network Menitoring Risk: | Risk >= 1 (low) |E|
Metworking
Proxy
D mbin Acimnm
[ Application |[Categc-ry Risk | Productivity
— —-————=—= . -
Google App Engine o Web Senvices 1 = |
Google Calendar o Web Senvices 1 4
Google Desktop o Web Senvices 2 3
Google Drive © web Senvices 9 4
Google Earth o Web Sernvices 2 2
Google Maps © Web Senvices 9 31
Google Play o Web Sernvices 1 3
Google Safe Browsing ﬂ Web Senvices 1 3
Google Talk o Messaging 2 2
Google Talk Audio o Streaming Media 2 3
Google Talk File Transfer o File Transfer 3 3
Google Talk Gadget o Messaging 2 2
Google Talk Video o Streaming Media 2 3
Google Translate o Web Senvices 1 3
Google Video o Streaming Media 2 2 -
997 Applications found
+/ Apply % Cancel

12
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Internet e
| WebFiltering Profiles | | | Filter Assignments | 1 Filter Actions | 1] Exceptions elérés T
! : : felugyelete O
Requeats | | | _b
k4 i
r \l 1 All Exzentans.
For all requests (3= configured on Wel Crotection
L | ! > Wit Filleving > Exceglions)
P v ! 1 ]
Mane: Dffice LAN Ly MseErgraup: Sales |_.p|' | Modarate |
Source network: 192, 168.1.0/24 17| Tirre Lunch | |
Type: ebirectary autn. [ * [ '
i User group: Sales :I [ |
i Tirme: Alweys 1 Strict ‘
[ + s ’
| i User group: R&D | N
| Time: Alweys | Alowl |
i . 4 i kS A
- E
| ::'I'.t"‘:k E Allow Merosaft Updates |
ction i
_ v :
Marne: Buest LAN [
Source network: 172 16.000/24
Type: Transparent i
r 5 | | Dafault Fiter Action
;zl#;:ch - las configurad on Wb Frofection
L ) = Wieh Filtaving > URL Fiffering
’. v ! '
Mare: Default b . 5 ( .
. d Default Filter Assignmant Defauit Filter Action
[Saasu:?nfnesre:—:-nlgéﬁgglml's n Jas conbigured on bl Profecion > Jas configured on P Profeciion
i ,l.% o = Gl TR i \ Wik Fitfering = Gleba i = Wih Filteving = LIRL Fiffering
L 4 ! !
BLOCK ALL
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Anonimizalas —
elérés

fellgyelete

Dolgozok maganszférdja Biztansagi szabalyzat

Adatvédelem Munkafolyamatok
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Reporting Settings

Settings Il Exceptions Il ghnonmiﬂng
Anonymizing status

B )

Anonymizing Settings

First password: | | When enabling anonymized reporting, two passwords have to be
pravided. Both passwaords are required for disabling

Repeat: | | anonymization or deanonymization of single users (four eyes
principle).

Second password: | |

Repeat: | |

-/ Apply

14
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Halozati forgalom optimalizalas

e MultiPath szabalyok

Halbzati
eroforras
optimalizalas

J Action Ew l Status l Position Al Hame l Persist... l Source l Service l Destina... l

7 Edit o 1 Example HTTP [by [persistence by combination of SRC and DSTIP i ]
-x Delete ] Source/Destination] address]
- Clone _ £ Any — 51 Web Surfing — £ Any — [ Uplink Interfaces

]| = Edit | 0 2 Example SMTP [by Destination] [persistence by DST IP address] 0
% Delete | % Any— # SMTP— § Any — [ Uplink Interfaces
' Clone |

7 Edit | o 3 Example DN5 [by Connection] [balance DMS request individually] 0
X Delete . % Any— # DNS — £ Any — & Uplink Interfaces
& Clone

15
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Koszonom a figyelmet!

ktekler@newcotrading.hu
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